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with the consent of the individual) ex-
cept those made to DoD personnel for
use in performing their official duties;
and those made under the FOIA. Dis-
closure accounting is to permit the in-
dividual to determine what agencies or
persons have been provided informa-
tion from the record, enable Depart-
ment of the Navy activities to advise
prior recipients of the record of any
subsequent amendments or statements
of dispute concerning the record, and
provide an audit trial of Department of
the Navy’s compliance with 5 U.S.C.
552a.

(1) Disclosure accountings shall con-
tain the date of the disclosure; a de-
scription of the information disclosed;
the purpose of the disclosure; and the
name and address of the person or
agency to whom the disclosure was
made.

(2) The record subject has the right of
access to the disclosure accounting ex-
cept when the disclosure was made at
the request of a civil or criminal law
enforcement agency under
§ 701.112(b)(7); or when the system of
records has been exempted from the re-
quirement to provide access to the dis-
closure accounting.

(g) Methods of disclosure accounting.
Since the characteristics of various
records maintained within the Depart-
ment of the Navy vary widely, no uni-
form method for keeping disclosure ac-
countings is prescribed. The primary
criteria are that the selected method
be one which will:

(1) Enable an individual to ascertain
what persons or agencies have received
disclosures pertaining to him/her;

(2) Provide a basis for informing re-
cipients of subsequent amendments or
statements of dispute concerning the
record; and

(3) Provide a means to prove, if nec-
essary that the activity has complied
with the requirements of 5 U.S.C. 552a
and this subpart and subpart G of this
part.

(h) Retention of Disclosure Accounting.
Maintain a disclosure accounting of
the life of the record to which the dis-
closure pertains, or 5 years after the
date of the disclosure, whichever is
longer. Disclosure accounting records
are normally maintained with the

record, as this will ensure compliance
with § 701.112(f).

§ 701.113 Exemptions.

(a) Using exemptions. No system of
records is automatically exempt from
all provisions of 5 U.S.C. 552a. A system
of records is exempt from only those
provisions of 5 U.S.C. 552a that are
identified specifically in the exemption
rule for the system. Subpart G of this
part contains the systems designated
as exempt, the types of exemptions
claimed, the authority and reasons for
invoking the exemptions and the provi-
sions of 5 U.S.C. 552a from which each
system has been exempt. Exemptions
are discretionary on the part of De-
partment of the Navy and are not effec-
tive until published as a final rule in
the FEDERAL REGISTER. The naval ac-
tivity maintaining the system of
records shall make a determination
that the system is one for which an ex-
emption may be established and then
propose an exemption rule for the sys-
tem. Submit the proposal to CNO
(N09B30) for approval and publication
in the FEDERAL REGISTER.

(b) Types of exemptions. There are two
types of exemptions permitted by 5
U.S.C. 552a.

(1) General exemptions. Those that au-
thorize the exemption of a system of
records from all but specifically identi-
fied provisions of 5 U.S.C. 552a.

(2) Specific exemptions. Those that
allow a system of records to be exempt
from only a few designated provisions
of 5 U.S.C. 552a.

(c) Establishing exemptions. (1) 5 U.S.C.
552a authorizes the Secretary of the
Navy to adopt rules designating eligi-
ble systems of records as exempt from
certain requirements. The Secretary of
the Navy has delegated the CNO
(N09B30) to make a determination that
the system is one for which an exemp-
tion may be established and then pro-
pose and establish an exemption rule
for the system. No system of records
within Department of the Navy shall
be considered exempt until the CNO
(N09B30) has approved the exemption
and an exemption rule has been pub-
lished as a final rule in the FEDERAL
REGISTER. A system of records is ex-
empt from only those provisions of 5
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U.S.C. 552a that are identified specifi-
cally in the Department of the Navy
exemption rule for the system.

(2) No exemption may be established
for a system of records until the sys-
tem itself has been established by pub-
lishing a notice in the FEDERAL REG-
ISTER, at least 30 days prior to the ef-
fective date, describing the system.
This allows interested persons an op-
portunity to comment. An exemption
may not be used to deny an individual
access to information that he or she
can obtain under Secretary of the Navy
Instruction 5720.42E, ‘‘Department of
the Navy Freedom of Information Act
Program.’’

(d) Exemption for classified material.
All systems of records maintained by
the Department of the Navy shall be
exempt under section (k)(1) of 5 U.S.C.
552a, to the extent that the systems
contains any information properly
classified under E.O. 12958 and that is
required by that E.O. to be kept secret
in the interest of national defense or
foreign policy. This exemption is appli-
cable to parts of all systems of records
including those not otherwise specifi-
cally designated for exemptions herein
which contain isolated items of prop-
erly classified information.

NOTE: Department of the Navy Privacy Act
systems of records which contain classified
information automatically qualify for a
(k)(1) exemption, without establishing an ex-
emption rule.

(e) Exempt records in nonexempt sys-
tems. (1) An exemption rule applies to
the system of records for which it was
established. If a record from an exempt
system is incorporated intentionally
into a system that has not been ex-
empt, the published notice and rules
for the nonexempt system will apply to
the record and it will not be exempt
from any provisions of 5 U.S.C. 552a.

(2) A record from one component’s
(i.e., Department of the Navy) exempt-
ed system that is temporarily in the
possession of another component (i.e.,
Army) remains subject to the published
system notice and rules of the origi-
nating component’s (i.e., Department
of the Navy). However, if the non-origi-
nating component incorporates the
record into its own system of records,
the published notice and rules for the
system into which it is incorporated
shall apply. If that system of records

has not been exempted, the record shall
not be exempt from any provisions of 5
U.S.C. 552a.

(3) A record accidentally misfiled
into a system of records is governed by
the published notice and rules for the
system of records in which it actually
should have been filed.

(f) General exemptions—(1) Central In-
telligence Agency (CIA). The Depart-
ment of the Navy is not authorized to
establish an exemption for records
maintained by the CIA under sub-
section (j)(1) of 5 U.S.C. 552a.

(2) Law enforcement. (i) The general
exemption provided by subsection (j)(2)
of 5 U.S.C. 552a may be established to
protect criminal law enforcement
records maintained by Department of
the Navy.

(ii) To be eligible for the (j)(2) exemp-
tion, the system of records must be
maintained by an element that per-
forms, as one of its principal functions,
the enforcement of criminal laws. The
Naval Investigative Service, Naval In-
spector General, and military police
activities qualify for this exemption.

(iii) Criminal law enforcement in-
cludes police efforts to detect, prevent,
control, or reduce crime, or to appre-
hend criminals, and the activities of
prosecution, court, correctional, proba-
tion, pardon, or parole authorities.

(iv) Information that may be pro-
tected under the (j)(2) exemption in-
cludes:

(A) Information compiled for the pur-
pose of identifying criminal offenders
and alleged criminal offenders con-
sisting of only identifying data and no-
tations of arrests; the nature and dis-
position of criminal charges; and sen-
tencing, confinement, release, parole,
and probation status;

(B) Information compiled for the pur-
pose of a criminal investigation, in-
cluding reports of informants and in-
vestigators, and associated with an
identifiable individual; and

(C) Reports identifiable to an indi-
vidual, compiled at any stage of the en-
forcement process, from arrest, appre-
hension, indictment, or preferral of
charges through final release from the
supervision that resulted from the
commission of a crime.

(v) The (j)(2) exemption does not
apply to:
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(A) Investigative records maintained
by a naval activity having no criminal
law enforcement duties as one of its
principle functions, or

(B) Investigative records compiled by
any element concerning individual’s
suitability, eligibility, or qualification
for duty, employment, or access to
classified information, regardless of
the principle functions of the naval ac-
tivity that compiled them.

(vi) The (j)(2) exemption established
for a system of records maintained by
a criminal law enforcement activity
cannot protect law enforcement
records incorporated into a nonexempt
system of records or any system of
records maintained by an activity not
principally tasked with enforcing
criminal laws. All system managers,
therefore, are cautioned to comply
strictly with Department of the Navy
regulations or instructions prohibiting
or limiting the incorporation of crimi-
nal law enforcement records into sys-
tems other than those maintained by
criminal law enforcement activities.

(g) Specific exemptions. Specific ex-
emptions permit certain categories of
records to be exempted from specific
provisions of 5 U.S.C. 552a. Subsections
(k)(1)-(7) of 5 U.S.C. 552a allow exemp-
tions for seven categories of records.
To be eligible for a specific exemption,
the record must meet the cor-
responding criteria.

NOTE: Department of the Navy Privacy Act
systems of records which contain classified
information automatically qualify for a
(k)(1) exemption, without an established ex-
emption rule.

(1) (k)(1) exemption: Information
properly classified under Secretary of
the Navy Instruction 5720.42E, ‘‘Depart-
ment of the Navy Freedom of Informa-
tion Act Program’’ and E.O. 12958, in
the interest of national defense or for-
eign policy.

(2) (k)(2) exemption: Investigatory in-
formation (other than that information
within the scope of § 701.113(f)(2) com-
piled for law enforcement purposes. If
maintaining the information causes an
individual to be ineligible for or denied
any right, benefit, or privilege that he
or she would otherwise be eligible for
or entitled to under Federal law, then
he or she shall be given access to the
information, except for the informa-
tion that would identify a confidential

source (see § 701.113(h), ‘‘confidential
source’’). The (k)(2) exemption, when
established, allows limited protection
on investigative records maintained for
use in personnel and administrative ac-
tions.

(3) (k)(3) exemption: Records main-
tained in connection with providing
protective services to the President of
the United States and other individuals
under 18 U.S.C. 3056.

(4) (k)(4) exemption: Records required
by Federal law to be maintained and
used solely as statistical records that
are not used to make any determina-
tion about an identifiable individual,
except as provided by 13 U.S.C. 8.

(5) (k)(5) exemption: Investigatory
material compiled solely for the pur-
pose of determining suitability, eligi-
bility, or qualifications for Federal ci-
vilian employment, military service,
Federal contracts, or access to classi-
fied information, but only to the ex-
tent such material would reveal the
identity of a confidential source. (See
§ 701.113(h), ‘‘confidential source’’). This
exemption allows protection of con-
fidential sources in background inves-
tigations, employment inquiries, and
similar inquiries used in personnel
screening to determine suitability, eli-
gibility, or qualifications.

(6) (k)(6) exemption: Testing or exam-
ination material used solely to deter-
mine individual qualifications for ap-
pointment or promotion in the Federal
or military service if the disclosure
would compromise the objectivity or
fairness of the testing or examination
process.

(7) (k)(7) exemption: Evaluation ma-
terial used to determine potential for
promotion in the military services, but
only to the extent that disclosure
would reveal the identity of a confiden-
tial source. (See § 701.113(h), ‘‘confiden-
tial source’’.)

(h) Confidential Source. Promises of
confidentiality are to be given on a
limited basis and only when essential
to obtain the information sought. Es-
tablish appropriate procedures for
granting confidentiality and designate
those categories of individuals author-
ized to make such promises.

[59 FR 55348, Nov. 7, 1994, as amended at 61
FR 2917, Jan. 30, 1996]
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